Steganography is considered the first line of defense in information security as it hides a secret message (payload) inside an innocent looking file (container) to transfer the payload under the adversary's nose without noticing it. Steganographic systems only use the container to hide the payload. In this paper, we present a steganographic system that uses the container not only to hide the payload, but also to give misleading information to the adversary. To achieve this goal, we use quick response (QR) code as a container. QR codes generated by our proposed system can carry its ordinary message in addition to the payload. Anyone can read the message, but the payload can only be obtained using a secret key. The message and the payload are unrelated; i.e. any message can be generated regardless of the payload and vise versa. We can take advantage of that by generating a message that gives misleading information to the adversary. We test the proposed system and show that the generated QR code is (valid) i.e indistinguishable from an ordinary QR code which makes it look innocent and less susceptible to an adversary's attack. Moreover, it is space-efficient, has an acceptable level of noise immunity and is prone to steganalysis attacks.
I. INTRODUCTION
Valuable information such as email passwords or bank accounts' details are transmitted on the internet all the time. This information must be protected to prevent it from falling in the wrong hands. Cryptography and steganography both work as two lines of defense to protect valuable information against an adversary.
Cryptography is the art of securing information during transmission. The sender is processing it in a way that makes it unreadable. The generated ciphertext has a uniform distribution i.e. the probability for a bit to be '1' or '0' is 50%. It can be only decrypted using a secret key. Unfortunately, sometimes securing information is not enough, and hiding its existence is a must.
Steganography is the art of hiding secret information (payload) inside an innocent looking, ordinary, not secret file (container) [1] . It is originated from the Greek words The associate editor coordinating the review of this manuscript and approving it for publication was Liang-Bi Chen .
''stegos'' which means ''cover'' and ''grafia'' which means ''writing''. Multimedia such as images are preferred containers to hide the payload because they can withstand some distortion degree without affecting their quality [1] .
Research in steganographic techniques is motivated by weaknesses in encryption systems. Steganographic techniques can be used to transmit the secret information undetected, unlike encryption which makes the ciphertext detectable and susceptible to attacks. For example, quantum computing, when fully developed can be used to crack and decode encrypted information. Moreover, some governments enforce laws which limit the use of cryptographic techniques or prevent it altogether [2] . This made individuals and corporations to look for other alternatives. Businesses start to grasp the potential of steganography; hiding information about new products inside an innocent-looking family photo is less suspicious than transferring an encrypted file.
It is preferred to encrypt the payload before embedding it in a container to get security from both worlds of steganography and cryptography [2] . The encrypted payload, if detected, can appear as random noise since the encrypted payload has a uniform distribution. Moreover, if the payload is successfully recovered then the payload is still unreadable [2] .
A potential of steganography that has not yet been fully utilized is the container. An image, for example, is just used to hide the payload and that is it. We need to address how to use the container more. For example, using the container to give misleading information to the adversary. This can be achieved by using Quick Response (QR) codes.
QR codes are machine-readable two-dimensional bar codes that can be read through cameras [3] . They can encode various types of information, such as alphanumeric and control codes. A phone number, a URL and an ID are examples of information that can be embedded in QR codes [3] .
QR codes were firstly presented by Denso-Wave, a Japanese company which is part of Toyota in 1994. QR codes were used as a tool to quickly track vehicle parts. From there, they spread to the whole world especially in the marketing and business industries [3] .
QR codes are convenient, easy to use way to share information. All you have to do is taking your cellphone and snap a picture of the QR code. They made a huge success in the advertising and marketing businesses. They can be found everywhere; from food labels to big advertising signs.
An example of a QR code with its structure is shown in Figs. 1 and 2 [4] .
A QR code consists of the following items [5] .
1-A quiet zone which is a border of empty space required
for reading the QR code. The quiet zone is used to ease the symbol detection. 2-Formatting information which determines the mask pattern and the error correction level used in the QR code. 3-A timing pattern which recognizes the central coordination of each cell with alternating black and white patterns. It corrects the central coordination of the cell when it is distorted or when there is an error in the cell area.
4-The versions of QR code which range from Version 1 to
Version 40. Each version has different cell numbers and configurations. 5-A position pattern which is a pattern for finding the correct position of the QR code. By positioning this pattern at the three corners of a QR code, the position, the size, and the angle can be discovered. It can be sensed in all directions (360 o ). 6-An alignment pattern which is a pattern used for adjusting the distortion of the QR code, especially nonlinear distortions. 7-The data which are encoded as '1' or '0' and is converted to black and white cells inside the QR code. A Reed-Solomon code [5] is inserted with the data for error correction.
The QR code generation process, based on the latest QR code standard (ISO/IEC 18004:2015) can be summarized as follows [5] , [6] . alphanumeric characters, 7,089 numeric characters and 1,817 kanji characters. 5-High speed scanning. A cellphone with camera can easily and quickly acquire the message from a QR code. Our Motivation: The motivation behind our work is taking advantage of QR codes as containers to hide the payload. These advantages can be summarized as follows.
-1 A QR code can be presented as a coded message as well as an image. If we can hide the payload in the QR code in a way that only the intended user can read it (i.e. encrypted) without affecting the message, then we can use the message to mislead the adversary. -2 Usually, the payload degrades the container. But thankfully, the QR code can be up to 50% damaged without affecting the message. This is a very good property for a container as it can hide a large payload size compared to the QR code size. -3 A QR code is presented as a binary image, which makes it more size-efficient compared to other containers such as colored images. Moreover, being a binary image makes QR codes very compressible compared to other images. This is because there are a lot of adjacent pixels with the same value ('0' or '1') unlike other images. Lossless compression algorithms such as run length encoding [7] can be used effectively to compress QR codes. We note here that lossy compression of images, if used, must be handled with care because it can negatively affect the payload [7] . The issues that the proposed system addresses can be summarized as follows.
-1 Embedding the payload in the QR code without affecting its image quality and its message. Our Contributions: We present a steganographic system that hides payloads inside QR codes. The generated QR codes are valid i.e they are indistinguishable from ordinary QR codes and can be read correctly if they are electronically transmitted or when printed on papers and magazines. Moreover, unlike normal steganographic systems that use images only as containers to hide the payload, the proposed system can use the QR code messages to mislead the adversary. In the proposed system, the payload is firstly encrypted to make it random and indistinguishable from error or noise. Then the payload is scrambled and embedded in the QR code. This decreases the chances of noticing any changes or differences between the generated and ordinary QR codes. We prove that the proposed system is space-efficient, has an acceptable level of noise immunity and is prone to steganalysis attacks such as the regular-singular (RS) steganalysis, the pixel difference histogram (PDH) analysis and the fall of boundary problem (FoBP). The rest of the paper is organized as follows. In section 2, we review the related work which deals with steganography and the application of QR codes in information security. We present the proposed system in section 3. We test the proposed system in section 4. We analysis the system against steganalysis attacks in section 5. We conclude the paper in section 6.
II. RELATED WORK
We first review some related work to steganography then we review some work related to the application of QR codes in information security. [8] presented a data hiding system which is built using pixel value differencing and modulus function (PVDMF). Their system is implemented in two versions. The first version (PVDMF v1) increases the peak signal-to-noise ratio (PSNR) and the second version (PVDMF v2) increases the embedding capacity (EC). PVDMF v1 and v2 are embedding the payload by calculating the difference between two successive pixels depending on adaptive range table [8] .
A. STEGANOGRAPHY

Sahu and Swain
Sahu and Swain [9] also presented two enhanced reversible data hiding (RDH) based systems. Their first system is an enhanced reversible dual images least significant bit (LSB). While the second system uses four duplicate cover images for hiding the payload using n-rightmost bit replacement (n-RBR) and modified pixel value differencing (MPVD). Experimental results show that the presented system provides high noise immunity.
Swain and Sahu [10] proposed an n-rightmost bit (n-LSB) substitution image steganographic system to embed the payload in, where 1 ≤ n ≤ 4. Their system hides the payload by calculating the difference between the n-LSB for every pixel in the image and n-LSB of the payload. Their system enhances PSNR for low value of n, increases EC for high value of n, evades the fall of boundary problem (FOBP) and provides immunity against salt and pepper noise. Swain and Sahu [11] presented a multi steganographic system that is based on LSB which increases EC and enhances image quality. In their system, each pixel in the image is used to compute four new pixels in which the payload is hidden. Then these pixels are processed to enhance the image quality. Their system improves PSNR and endures steganalysis attacks.
Sahu and Swain [12] presented a steganographic system based on pixel value differencing (PVD) and LSB. it is focused on the error block problem (EBP) and FOBP. The image is segmented into blocks with two adjacent pixels. The blocks are split into three levels subject to the difference of pixel values. The block level and the pixel difference determine the embedding capacity of the block. Their system improves PSNR and embedding capacity. In addition, the system is immune to pixel difference histogram (PDH) analysis.
Marvel et.al. presented a steganographic system that depends on spread spectrum in images [13] . Their system conceals the payload inside an image without affecting the image dynamic range and size. They used spread spectrum techniques for image restoration and error control.
Liao et.al. proposed a medical joint photographic experts group (JPEG) image steganographic system based on the dependencies of inter-block coefficients [14] . Their system depends on keeping the deferences between the discrete cousin transform (DCT) in the same place in neighboring DCT blocks as close as possible. In the embedding process, the cost values are assigned dynamically consistent with the alterations of inter-block neighbors.
Rachmawanto et.al. implemented a security system that merges between cryptography by using one-time password (OTP), vernam encryption and steganography by using DCT in a digital image [15] . Their system is tested using PSNR and normalized cross correlation (NCC) to test the quality of the decrypted message. Their system is immune against JPEG compression and median filters.
Muhammad et.al. presented an image steganographic system which is based on stego key-directed adaptive least significant bit (SKA-LSB) [16] . In their system, a key is encrypted using a two-level encryption algorithm (TLEA). After that, the message is encrypted using a multi-level encryption algorithm (MLEA), then the encrypted payload is concealed in the host image using an adaptive LSB substitution. Their system achieves a reasonable balance between quality and security.
Zhou et.al. presented a steganographic system based on coverless images without embedding [17] . In their system, a database is constructed by a group of chosen images, and these images are indexed in the database by generating hashing sequences for these images. The payload is divided into segments. An image is sent if its hashing sequence is matching with the segment. Their system is robust to luminance changing and noise.
B. QR CODES IN INFORMATION SECURITY
Rani at.al. proposed a secure system in which they combined between steganography and QR codes [3] . Their system consists of two parts. The first one is creating a QR code of the encrypted payload. The second one is hiding the generated QR code inside a colored image. The hiding process does not generate a visible image distortion and generates a very minimal bit error rate (BER).
Barrera et.al. implemented a system that uses QR codes in optical encryption as containers [18] . They choose QR codes as containers in their system because of their tolerance to pollutant speckle noise. In addition, QR codes are easy to read using cellphones' cameras. The results show that their system is more prone to noise compared to normal optical encryption.
Dey et. al. presented a steganographic system which is based on a randomized intermediate QR host that is embedded with an encrypted payload [19] . First, the payload is encrypted then concealed in a QR code. Then, the QR code is hidden inside an image. Using double encryption and embedding techniques makes the system hard to break. But on the other hand, it makes the system less time-efficient.
III. THE PROPOSED SYSTEM
The proposed system consists of two parts: the payload embedding and the payload extraction. The flowchart of embedding the payload in the QR code is shown in Fig. 3 . The flowchart of the extraction is shown in Fig. 4 . The notations are shown in Table. 1. The message embedding in the QR code is explained as follows.
1-Choose N = 17 + 4x for any arbitrary integer value x where N is the dimension (width or height) of the QR code image. This is a prerequisite for QR code generation [4] . Note here that QR codes are square images. 2-Choose any message m n and generate a QR code using N , m n . 3-Generate the payload m s and use an encryption algorithm such as the advanced encryption standard (AES), OTP or RSA [20] , [21] to encrypt m s to get the ciphertext S. 4-Scramble S using a scrambling algorithm such as the baker map and tent map [22] to get S s as follows. First, generate an empty image with size equal to the QR code. Then insert S in that empty image. Scramble the image using baker map to get S s . 5-Embed S s in the QR code by xoring S s with pixels in the QR code QR s = QR ⊕ S s .
Notes:
1-The QR code can be generated by any QR code software. 2-The message is independent from the payload. It can be chosen as an innocent message such as a food label, or it can be chosen as a misleading message to the adversary. 3-The role of the encryption algorithm is to randomize the payload in a way that makes the probability of the pixels' values to be 50% zeros or ones. This disguises the payload as random noise rather than valuable information. Any encryption algorithm (symmetric or asymmetric) can be used to achieve this goal. However, a symmetric encryption is preferred because of its spaceefficiency [23] . A key exchange protocol can be used to deliver the secret key to the legal receivers [23] . In case of using an asymmetric encryption, a public key is used for encryption [23] . 4-Any scrambling algorithm can be used. However, it is preferred to use scrambling algorithms which work with square matrices such as baker map because a QR code is a square matrix. We note here that scrambling algorithms use symmetric keys i.e. the key used for scrambling the payload is the same as the key which unscrambles the payload. 5-In case of using a symmetric encryption, two secret keys are required; one for the encryption algorithm and the other for the scrambling algorithm. But we can use one secret key for both encryption and scrambling algorithms by using the message as a nonce (salt) since a nonce does not have to be secret [24] . For instance, the message can be divided randomly into two parts m 1 , m 2 such that m n = m 1 ||m 2 . If the main key is P, then the two secret keys for the encryption and scrambling algorithms can be calculated as K E = H (P, m 1 ), K s = H (P, m 2 ), where H can be any strong cryptographic hash function such as md5 and SHA3-256 [24] whose output length is the same as the length of K E , K s . Since hash functions are deterministic one-way functions, an adversary will not be able to obtain the main secret key P from the two generated keys K E , K s [24] . We note here that m 1 , m 2 can be of any length because the output length of the hash function is constant regardless of the input [24] . The extraction of the payload is executed as follows. 1-Read the received QR code to get m n and get the dimension of the QR code N . 2-Generate a QR code using N , m n . 3-Xor the generated QR code and the received QR code to get S s . 4-Unscramble S s to get S using the scramble algorithm with key K s . 5-Decrypt S to get the payload m s . Notes:
-1 The generated QR codes can mislead the attacker if the following conditions are met.
-A The generated QR codes are indistinguishable from ordinary QR codes. i.e. the generated QR codes can be read correctly if they are electronically transmitted or when printed on papers and magazines. -B The generated QR codes can withstand steganalysis attacks. -C If the generated QR codes do not appear 'suspicious' to the human eye. The first condition can be verified using a cellphone with a camera and a QR code reader software. All the QR codes in the paper must be read correctly. The second condition can be verified by analyzing the generated QR codes against steganalysis attacks. This is illustrated in section 5. For the third condition, generated QR codes may look suspicious to the human eye if there are clearly visible artifacts or unusual patterns. To avoid that, we must scramble the payload all over the QR code but the quiet zone (since the quiet zone is all white). If we concentrate the payload in a small part of the QR code, this may result in visible artifacts. On the other hand, if we scramble the payload all over the QR code but the quiet zone, the payload will not be concentrated and will not present visible artifacts. In addition, the payload will be indistinguishable from noise (in the case of electronically transmitted QR codes) or printing errors in printed QR codes.
2-If an adversary gets suspicious and compares between
an intercepted QR and ordinary QR codes, the differences will appear as errors. This is due to the encryption algorithm which makes the payload looks random and the scrambling algorithm which makes the changes distribute randomly in the QR code. In addition, many parameters are used to generate a QR code. The same message can be encoded in many, completely different looking QR codes. An example is shown in Fig 5. These parameters can be shared secretly in advance. This will prevent the adversary from generating the same version of the QR code.
IV. RESULTS AND DISCUSSIONS
In this section, we test the similarities between the generated QR codes and the ordinary QR codes using visual inspection. Moreover, we read both QR codes by a QR code software on a mobile device with a camera. We also analyze the similarities between both QR codes using correlation coefficients and the number of pixels change rate (NPCR) [25] - [27] . The NPCR measures the percentage of the number of different pixels in two images to the total number of pixels between these two images. The less the NPCR is, the better is the similarity between the two images.
Let two images x, y whose i, j are the horizontal and vertical indices of pixels in both images. Define an Array D i,j = 0 if x i,j = y i,j otherwise D i,j = 1. The NPCR is defined as:
where W, H are the dimensions of the image [25] , [26] . We note here that there are many other test tools such as the unified averaged changed intensity (UACI) and the histogram analysis [25] , [26] . However, the results of these tests will be the same as NPCR because QR codes are binary images (i.e. black and white, no gray).
Next, we measure the size of the acceptable payload w.r.t the QR code and the message sizes that does not distort the QR code or deface the message. We generate multiple QR codes with different size ratios between 1-the payload and QR code and 2-the payload and the message and examine the results using the same tools mentioned above. We also measure the percentage of errors between these QR codes.
We also compare between the proposed system, 1-LSB, 2-LSB and 3-LSB using peak signal-to-noise ratio (PSNR), structural similarity index (SSIM) and the embedding capacity (EC) [10] , [11] , [27] .
PSNR, as appears from its name, is the ratio between the maximum value of an image to the difference between the image and its steganographic version. The more the ratio is, the better is the quality of the stego-image. It is expressed as follows [8] , [9] .
where x i,j and y i,j are the pixels values of the original image and the stego-image in positions i, j. The structural similarity index (SSIM) is another tool that can be used to measure the similarities between the original image and the stego-image. It ranges between −1 and 1 in which 1 means that both images are identical [10] , [11] . It is expressed as.
where m, m 2 and σ are the mean, variance and the standard deviation of the image. The subscripts o, s represent the original and stego-images respectively. σ os is the covariance between both images. The constants c 1 , c 2 equal to c 1 = k 1 L and c 2 = k 2 L receptively where k 1 = 0.01 and k 2 = 0.03 and L = 255 is the maximum value of the grayscale image. The embedding capacity is the maximum size of the payload which can be successfully embedded in the container. Finally, we test the noise immunity of the proposed system against 1-the noise on the QR code symbol such as QR code bending or wrong reading angle, and 2-the noise on the message itself.
In these tests, we construct the system using the advanced encryption standard (AES) for encryption [20] , [21] , the baker map for scrambling [22] and the SHA3-256 as the hash function [24] . We stress here that any encryption algorithm, scrambling algorithm and hash function can be used.
We note here that all the analysis done in the paper is applicable to both electronic and printed QR codes. Both QR codes can be read correctly to get the same message, they have the same payload impeding process (generate the QR code then print it), the payload is extractable from both QR codes (scan the printed QR code then extract the payload) and the steganalysis is applicable to both electronic and printed QR codes.
A. INDISTINGUISHABILITY TESTS
We test the proposed system using the following parameters as an example. Fig. 6 . We can see that both QR codes are indistinguishable from each other. In addition, both read the same message using any QR code software.
The results of correlation coefficients and NPCR are 0.9999 and 2.67 × 10 −5 respectively. This means that both QR codes are 99.99% similar and the difference between the pixels of both QR codes does not exceed 2.67 × 10 −3 %.
B. ACCEPTABLE PAYLOAD SIZE 1) ACCEPTABLE PAYLOAD SIZE W.R.T QR CODE
For a generated QR code to look similar to an ordinary QR code, the difference between the two should be minimal. The difference comes from xoring the payload with the QR code. Based on the xor operation, errors happen with 50% probability (when a payload bit equals 1).
The error percentage can be calculated as follows.
where m s , QR represent the payload and the QR code size respectively and R is the ratio between the payload to QR code height. (Since both the payload and QR code are both square, i.e. size = height 2 = width 2 ). Multiple QR codes are generated using different payloads to QR code height ratios R and they are shown in Fig. 7 .
The results of correlation coefficients, NPCR and the error percentage between these QR codes and their normal counterparts are shown in Table 2 .
From Table 2 and Fig. 7 , we can see that. 1-The higher the ratio is, the better is the quality of the QR code. 2-At R ≥ 120, the differences between the ordinary QR code and the generated QR code are almost invisible. 3-All the QR codes can be read correctly using any QR code software. We note here that the proposed system is space-efficient compared to other steganographic systems. That is because even at a high R = 140 ratio, the QR code size is just 8K bytes. That is because the pixel size in QR codes is only 1 bit, unlike images which can have a 24-bit pixel size.
Next, we show the effect of the payload size w.r.t NPCR and %Err at constant QR code size. The relations are shown in Figs. 8 and 9 .
We can see that the NPCR is increasing linearly with the payload size, but even for a high payload size of 500, the NPCR is still low at 1.6 × 10 −3 . The % Err percentage is increasing with the payload size and for a high payload size of 500, the %Err does not exceed 12.5%.
2) ACCEPTABLE PAYLOAD SIZE W.R.T THE MESSAGE
Next, we test the ratios between the message and the payload by generating multiple QR codes with different message to payload ratios (r). The QR codes are shown in Fig. 10 .
In all QR codes in Fig. 10 , the payload is not visible regardless of the size of the message.
The results of the correlation coefficients and NPCR between these QR codes and their normal counterparts are constant and equal to 0.9999 and 2.23 × 10 −5 respectively. From these results we can see that the payload and message sizes do not depend on each other and the payload can be embedded in the QR code correctly regardless of the message.
C. COMPARISONS
In this subsection, we compare between the proposed system, 1-LSB, 2-LSB, and 3-LSB by using NPCR, SSIM and EC. We fix the image dimensions for all systems compared at 513 × 513 pixels. That is because a QR code dimension must be in the form 17 + 4x. For x = 124, the QR code size will be 513 × 513 pixels. The results are shown in Table 3 .
From Table 3 we can see that. correction level. The more the error correction level is, the less is the message size for a constant QR code size.
Since the focus of the proposed system is the payload not the message, we take advantage of the error correction level to its fullest. But if a larger message size is required, the error correction level can be reduced. -3 Although all other systems have higher EC compared to the proposed system for the same image dimension, the proposed system is more efficient than the other systems. That is because QR codes are binary images, which means that each pixel is presented by one bit. Unlike other systems in which each pixel is presented by 8 bits (in case of grayscale images). For instance, in the 3-LSB system, we can hide 3 bits in each pixel i.e. the payload can take up to 37.5% of the image. But our system can carry up to 131584 bits in a QR code with size 263169 bits with a ratio of up to 50%. This high ratio comes from the fact that a QR code can be read correctly even if half of the QR is damaged due to the payload [3] .
D. NOISE IMMUNITY
The noise on QR codes can be classified as 1-noise on the QR code symbol such as QR code bending or wrong reading angle, and 2-noise on the message itself. The noise on the QR symbol can be corrected using the position, timing and the alignment symbols. The noise (errors) in the message are corrected using the Reed-Solomon code associated with the message. We take advantage of the symbol correction capabilities of the QR code to protect the payload from noise.
Since the embedded payload is part of the QR code symbol, correcting the symbol corrects the payload. An example of QR symbol correction is shown in Fig. 11 . To simulate noise that produces message errors, we add salt and pepper noise with different noise densities, Gaussian noise with zero mean and different variances and speckle noise with different variances to the generated QR codes. Then we try to recover the payload from the noisy QR codes. The noisy QR codes are shown in Figs. 12, 13 , and 14. The recovered payloads are shown in Tables 4, 5 and 6. From Tables 4, 5 and 6 we can see that.
1-The message can be read correctly in all QR codes. 2-The generated QR codes can withstand Gaussian and speckle noises better than salt and pepper noise. 3-The more the noise is, the more the payload is distorted.
The noise immunity of the proposed steganographic system against Gaussian and speckle noises comes from the fact that QR codes are binary images. Assuming a threshold pixel value of 0.5 (if a pixel is received less than 0.5 then it is 0, otherwise it is 1), the noise must be powerful enough to increase a 0 value pixel above the threshold or decrease a 1 value pixel below the threshold to effect the pixel value. This is similar to the noise immunity of digital signals against noise. On the other hand, salt and pepper noise has a major impact on the payload since it flips the pixel value from 0 to 1 and vice versa.
By and large, there is a trade-off between the payload security and noise immunity. Most encryption systems have the diffusion property; a small change in the plaintext makes a huge change in the ciphertext. When a ciphertext is distorted even in one bit, the decryption algorithm will fail to decrypt the message. A solution to this problem is using an OTP. The ciphertext can be calculated as C = m ⊕ H (P, S) where C is the ciphertext, m is the payload, P is the secret key and S is a salt. Another solution is using error correction codes (ECC) such as Reed-Solomon code [28] for the payload, but this will decrease the payload size.
V. ROBUSTNESS EVALUATION AGAINST STEGANOGRAPHIC ATTACKS
In this section, we test the robustness of the proposed steganographic system against two steganographic attacks; the regular-singular (RS) Steganalysis and the pixel difference histogram (PDH) analysis [29] . Moreover, we test the proposed system w.r.t the fall of boundary problem (FoBP) [1] , [30] .
A. ROBUSTNESS AGAINST RS STEGANALYSIS
First, we explain the RS Steganalysis then we demonstrate how the proposed system can withstand this attack.
The RS Steganalysis works by finding how smooth is the transition between the image (container) pixels. It divides the image into groups of pixels G each with n bits then a discrimination function f is applied on pixels x 1 , x 2 , ...., x n of the group G as follows [30] .
Define three flipping functions F 1 , F −1 , F 0 as follows.
-1 F 1 changes the value of x i to x i + 1 mod (x max + 1). -2 F −1 changes the value of x i to x i − 1 mod (x max + 1). -3 F 0 returns the same value of x i . Where x max is the maximum value of the pixel. These flipping functions are applied on every pixel in the group G by using a mask M . M consists of n values, each value can be in the form of 1, −1, 0, where 1 represents applying F 1 , −1 represents applying F −1 and 0 represents applying F 0 . For instance, if G = {50, 51, 52, 53} and M = {1, −1, 0, 1}, then F M (G) = (F 1 (50), F −1 (51), F 0 (52), F 1 (53)) = (51, 50, 52, 54) [30] . The smoothness of a group G will alter if it is subject to changing pixels' values due to steganography. The groups of G are classified based on how these groups have changed due to steganography as follows. 
where E represents the mean value and −M is obtained by multiplying each value in M by −1. For example, if M = {1, −1, 0, 1} then −M = {−1, 1, 0, −1} [30] . This analysis when applied to LSB, the difference between R M , S M is close to zero and the difference between R −M , S −M is increased [30] . Next, we explain that RS analysis cannot detect the proposed system. Since QR codes are binary images and the payload is imbedded in the QR code using the xor operation, which is the same as addition modulo 2. Then it is easy to prove that.
x + 1 mod 2 = x − 1 mod 2 (8) where x ∈ {0, 1} is the pixel value in the QR code. This means F −1 = F 1 , M −1 = M 1 and F M (G) = F −M (G). Then we can show that E{|R M |} = E{|R −M |} and E{|S M |} = E{|S −M |}.
B. ROBUSTNESS AGAINST THE PDH ANALYSIS
The PDH analysis is made to determine the robustness of the proposed system. The PDH curve shows the difference between two successive pixels in the x-axis against the frequency of the occurrences of these values in the y-axis.
In the QR code, the pixels' values are 1 or 0. Henceforth, the difference value can be −1, 0, 1. We obtain the PDH curve between the adjacent pixels of the ordinary QR code and the PDH curve between the adjacent pixels of the generated QR code. The close the two curves are, the harder is the detection of the payload in the generated QR code. [9] . The PDH curves of the ordinary QR code and the generated QR code are shown in Figs. 15 and 16 respectively. From these figures we can see that both curves are almost identical and the proposed system is robust against the PDH analysis.
C. FOBP
The fall of boundary problem (FoBP) is the problem in which the pixel value fall out of range due to steganography [9] . For example, in a gray scale image, if a pixel value which equals to 255 (max value) is added to 1, then the result will be out of boundary and the value will be rounded back to 255, which means that the payload at this pixel is lost. The same goes if we subtract 1 from a pixel value of 0. Since QR codes are binary images, we cannot add 1 to a pixel of value 1 or subtract 1 from pixel of value 0.
The proposed system is immune against FoBP because the embedding process is done using the xor operation (addition modulo 2) which means that the generated QR code cannot have an out of boundary pixel (i.e. the generated QR code bits can be only 0 or 1) regardless of the original QR code, the message or the payload.
VI. CONCLUSION
We present in this paper a steganographic system that can take advantage of QR codes as containers in which the payload are embedded. Instead of embedding the payload in an image, we embed the payload inside a QR code. The generated QR code has its own message that can be read by any QR reader. A generated QR code is valid i.e it is indistinguishable from any ordinary QR code which makes it a perfect container to hide the payload. Moreover, the message is independent from the payload and it can be used to mislead the adversary. The generated QR codes are tested and the results show that they are indistinguishable from ordinary QR codes. In addition, they are space-efficient, secure compared to other imagebased steganographic systems, have an acceptable level of noise immunity and they are prone to steganalysis attacks.
